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To the Commissioners 
Waterloo Water and Light Commission 
Waterloo, Wisconsin 

In planning and performing our audit of the financial statements of Waterloo Water and Light Commission (the 
"utility") as of and for the year ended December 31, 2018, in accordance with auditing standards generally 
accepted in the United States of America, we considered the utility's internal control over financial reporting 
(internal control) as a basis for designing audit procedures that are appropriate in the circumstances for the 
purpose of expressing our opinion on the financial statements, but not for the purpose of expressing an opinion 
on the effectiveness of the utility's internal control. Accordingly, we do not express an opinion on the 
effectiveness of the utility's internal control. 

Our consideration of internal control was for the limited purpose described in the preceding paragraph and was 
not designed to identify all deficiencies in internal control that might be material weaknesses or significant 
deficiencies and, therefore, material weaknesses or significant deficiencies may exist that were not identified. 
However, as discussed below, we identified certain deficiencies in internal control that we consider to be 
material weaknesses and other deficiencies that we consider to be significant deficiencies. 

A deficiency in internal control exists when the design or operation of a control does not allow management or 
employees, in the normal course of performing their assigned functions, to prevent, or detect and correct, 
misstatements on a timely basis. A material weakness is a deficiency, or a combination of deficiencies, in 
internal control, such that there is a reasonable possibility that a material misstatement of the entity's financial 
statements will not be prevented, or detected and corrected, on a timely basis. We consider the following 
deficiencies in the utility's internal control to be material weaknesses: 

- Internal Control Environment and Specific Controls Resulting in a Material Weakness

- Internal Control Over Financial Reporting

A significant deficiency is a deficiency, or a combination of deficiencies, in internal control that is less severe 
than a material weakness, yet important enough to merit attention by those charged with governance. We 
consider the following deficiency in the Organization's internal control to be a significant deficiency: 

- Specific Controls Resulting in a Significant Deficiency

This communication is intended solely for the information and use of management, commissioners, and others 
within the utility, and is not intended to be and should not be used by anyone other than these specified parties.  

Madison, Wisconsin 
April 9, 2019 

Baker Tilly Virchow Krause, LLP trading as Baker Tilly is a member of the global network of Baker Tilly International Ltd., the members 
of which are separate and independent legal entities. © 2018 Baker Tilly Virchow Krause, LLP
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INTERNAL CONTROL ENVIRONMENT AND SPECIFIC CONTROLS 
 
Auditing standards require that we perform procedures to obtain an understanding of your government 
and its internal control environment as part of the annual audit. This includes an analysis of significant 
transaction cycles and an analysis of the utility’s year-end financial reporting process and preparation of 
your financial statements. A properly designed system of internal control includes adequate staffing as 
well as policies and procedures to properly segregate duties. This includes systems that are designed to 
limit the access or control of any one individual to your government’s assets or accounting records, and to 
achieve a higher likelihood that errors or irregularities in the utility’s accounting processes would be 
discovered by your staff in a timely manner.  
 
At this time, due to staffing and financial limitations, the utility does not have proper internal controls in 
place to achieve adequate segregation of duties. As a result, errors or irregularities could occur as part of 
the financial process that may not be discovered by the utility. Therefore, we are reporting a material 
weakness related to the utility’s internal control environment.  
 
There are also key controls, which are listed below, that are not currently in place at the utility related to 
significant transaction cycles. These key controls are important in reducing the risk of errors or 
irregularities in the utility’s accounting processes.  
 

- There is no segregation between the preparation of certain transactions such as payroll or billing/ 
receipting and the reconciliation of the related registers and general ledger accounts. While this is 
a natural limitation for an entity with a small staff, we recommend management continue to look 
for opportunities to involve at least two individuals in each transaction cycle. 

- There is no process to record or review retainages on construction projects. We recommend that 
any open construction contracts are reviewed at year end to determine if a retainage for work 
completed but not yet billed should be accrued. 

In addition, we have identified the following controls which are not in place and result in a significant 
deficiency.  

- New customer accounts or changes in metering are not formally reviewed. In order to minimize 
the likelihood of billing errors we recommend management provide a list of all new accounts 
including meter size and billing classifications to the superintendent monthly for review of proper 
set up. When new meters are installed, we recommend the first bill be recalculated and reviewed 
to ensure the meter is reading and billing properly. 

- Currently there is not a formal process to track actual project costs to construction budgets. We 
recommend management determine a threshold for which this would be useful information and 
then actual costs be compared to the project budget on a monthly basis with any variances 
documented and discussed with the contractor or crew. 

 
Since these key controls are not currently in place, errors or irregularities could occur as part of the 
financial process that may not be discovered by the utility. Therefore, the absence of these controls is 
considered to be a material weakness, or significant deficiency as noted above. 
 
We recommend that a designated utility employee review the segregation of duties and these potential 
controls and determine whether additional controls should be implemented. This determination should 
take into consideration a cost / benefit analysis to the utility. It is very important that the governing body 
provide the appropriate level of financial oversight to the utility’s day to day activities. 
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INTERNAL CONTROL OVER FINANCIAL REPORTING 
 
Auditing standards require that we perform procedures to obtain an understanding of your government 
and its internal control environment as part of the annual audit. This includes an analysis of significant 
transaction cycles and an analysis of the utility’s year-end financial reporting process and preparation of 
your financial statements. Properly designed systems of internal control provides your organization with 
the ability to process and record monthly and year end transactions and prepare annual financial reports. 
 
Our audit includes a review and evaluation of the utility’s internal controls relating to financial reporting. 
Common attributes of a properly designed system of internal control for financial reporting are as follows: 
 

> There is adequate staffing to prepare financial reports throughout and at the end of the year. 

> Material misstatements are identified and corrected during the normal course of duties. 

> Complete and accurate financial statements including footnotes are prepared. 

> Financial reports are independently reviewed for completeness and accuracy. 
 
Our evaluation of the utility’s internal controls relating to financial reporting has identified control 
deficiencies that are considered material weakness surrounding the preparation of financial statements 
and footnotes, adjusting journal entries identified by the auditors, and an independent review of 
financial reports.  
 
Management has not prepared financial statements that are in conformity with generally accepted 
accounting principles. In addition, material misstatements in the general ledger were identified during the 
financial audit. 
 
This level of internal control over financial reporting can be a difficult task for governments that operate 
with only enough staff to process monthly transactions and reports, and often rely on their auditors to 
prepare certain year-end audit entries and financial statements. 
 
 



 

 

OTHER COMMUNICATIONS TO THOSE CHARGED WITH GOVERNANCE 
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TWO WAY COMMUNICATION REGARDING YOUR AUDIT  
 
As part of our audit of your financial statements, we are providing communications to you throughout the 
audit process. Auditing requirements provide for two way communication and are important in assisting 
the auditor and you with more information relevant to the audit. 
 
As this past audit is concluded, we use what we have learned to begin the planning process for next 
year’s audit. It is important that you understand the following points about the scope and timing of our 
next audit: 
 

a. We address the significant risks of material misstatement, whether due to fraud or error, through 
our detailed audit procedures. 
 

b. We will obtain an understanding of the five components of internal control sufficient to assess the 
risk of material misstatement of the financial statements whether due to error or fraud, and to 
design the nature, timing, and extent of further audit procedures. We will obtain a sufficient 
understanding by performing risk assessment procedures to evaluate the design of controls 
relevant to an audit of financial statements and to determine whether they have been 
implemented. We will use such knowledge to:  
 
> Identify types of potential misstatements. 

> Consider factors that affect the risks of material misstatement. 

> Design tests of controls, when applicable, and substantive procedures. 
 
We will not express an opinion on the effectiveness of internal control over financial reporting or 
compliance with laws, regulations, and provisions of contracts or grant programs. 
 

c. The concept of materiality recognizes that some matters, either individually or in the aggregate, 
are important for fair presentation of financial statements in conformity with generally accepted 
accounting principles while other matters are not important. In performing the audit, we are 
concerned with matters that, either individually or in the aggregate, could be material to the 
financial statements. Our responsibility is to plan and perform the audit to obtain reasonable 
assurance that material misstatements, whether caused by errors or fraud, are detected. 

 
We are very interested in your views regarding certain matters. Those matters are listed here: 

 
a. We typically will communicate with your top level of management unless you tell us otherwise. 

b. We understand that the utility commission has the responsibility to oversee the strategic direction 
of your organization, as well as the overall accountability of the entity. Management has the 
responsibility for achieving the objectives of the entity. 

c. We need to know your views about your organization’s objectives and strategies, and the related 
business risks that may result in material misstatements. 

d. Which matters do you consider warrant particular attention during the audit, and are there any 
areas where you request additional procedures to be undertaken? 

e. Have you had any significant communications with regulators or grantor agencies? 

f. Are there other matters that you believe are relevant to the audit of the financial statements? 
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TWO WAY COMMUNICATION REGARDING YOUR AUDIT (cont.) 

 
Also, is there anything that we need to know about the attitudes, awareness, and actions of the utility 
concerning: 
 

a. The utility’s internal control and its importance in the entity, including how those charged with 
governance oversee the effectiveness of internal control? 

 
b. The detection or the possibility of fraud? 

 
We also need to know if you have taken actions in response to developments in financial reporting, laws, 
accounting standards, governance practices, or other related matters, or in response to previous 
communications with us. 
 
With regard to the timing of our audit, here is some general information. If necessary, we may do 
preliminary financial audit work during the months of October-December, and sometimes early January. 
Our final financial fieldwork is scheduled during the spring to best coincide with your readiness and report 
deadlines. After fieldwork, we wrap up our financial audit procedures at our office and may issue drafts of 
our report for your review. Final copies of our report and other communications are issued after approval 
by your staff. This is typically 6-12 weeks after final fieldwork, but may vary depending on a number of 
factors.  
 
Keep in mind that while this communication may assist us with planning the scope and timing of the audit, 
it does not change the auditor’s sole responsibility to determine the overall audit strategy and the audit 
plan, including the nature, timing, and extent of procedures necessary to obtain sufficient appropriate 
audit evidence. 
 
We realize that you may have questions on what this all means, or wish to provide other feedback. We 
welcome the opportunity to hear from you. 
 



 

 

COMMUNICATION OF OTHER CONTROL DEFICIENCIES, RECOMMENDATIONS 
AND INFORMATIONAL POINTS TO MANAGEMENT THAT ARE NOT  

MATERIAL WEAKNESSES OR SIGNIFICANT DEFICIENCIES 
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COMMENTS AND RECOMMENDATIONS 
 
 IT RELATED ITEMS 
 
The following items were noted during the evaluation of the Information Technology environment.   
 
A formal change management procedure should be in place for all program changes, system changes, 
and maintenance. Additionally, changes should be authorized and tested before putting them into 
production and all changes should be formally tracked. 
 
A formal process should be followed to facilitate adding new employees, modifying existing employee 
access, and removing access for terminated employees. Normally, a form (physical or electronic) is used 
with approval granted by management before any changes occur, on which IT would record the 
completion of the process and who completed it.   
 
Only a select few personnel should have access to the server room.  A formal process for granting access 
to this room should be in place and the list of those with access reviewed at least annually. 
 
Minimum password age should be set to at least one to prevent users from cycling through passwords 
quickly to circumvent expiration and re-use objective. If set to zero, the account lockout duration should 
be set to zero. This causes the account to be locked until an administrator specifically unlocks it manually. 
 
 
 
UPDATE ON PRIOR YEAR COMMENTS AND RECOMMENDATIONS 

 
 2012 BOND CONSTRUCTION ACCOUNT 
 
In November 2012, the utility issued revenue bonds to refinance a portion of the 2002 bonds as well as to 
provide funding for a new truck, water tower painting and distribution system improvements. The truck 
was purchased in 2012 and the water utility completed some replacement projects; however, the utility 
has $801,000 on hand at December 31, 2012 to be used for the water tower painting in 2013 and future 
system improvements. We encourage management to monitor these funds along with capital plans to 
ensure that the funds are sufficiently (85%) spent down within the IRS three-year time limit. 
 

Status 12/31/18 
 
Management used the remainder of these funds in 2018.  
 
INVESTMENT POLICY COMPLIANCE 
 
The City of Waterloo adopted a formal investment policy in March of 2007. The utility has elected to follow 
the same investment policy. That policy states that no more than 75% of the investments shall be held by 
a single financial institution. 
 
  Status 12/31/18 
 
At December 31, 2018, investments have been diversified to Avestar Credit Union. 77% of assets are 
now held at Farmers & Merchants State Bank with 23% being held at Avestar. We commend 
management on diversifying the investments and recommend the utility consider diversifying more in the 
future to achieve compliance with its investment policy. 
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UPDATE ON PRIOR YEAR COMMENTS AND RECOMMENDATIONS (cont.) 

 
 RESTRICTED ACCOUNT FUNDING 
 
The utility has established several segregated investment accounts to comply with the revenue bond 
resolutions and the Wisconsin Department of Natural Resources. At December 31, 2016, some of these 
accounts are not adequately funded.  
 
  Status 12/31/18 

At December 31, 2018, some of the accounts continue as not adequately funded.  The 2018 sewer rate 
study incorporated funding this account over a three-year period. The following resources can potentially 
be transferred from unrestricted accounts: 
 
                                              Over (Under) Funded 
 
  DNR Replacement Account $(137,183) Waterloo is working to properly fund  
       Account 
 

INFLOW AND INFILTRATION  
 
While performing the 2017 audit it was noted that the sewer utility has a high inflow and infiltration (I&I) 
rate as shown in the following table. We understand that the reason for the high I&I in 2017 was due to 
heavy rainfall entering the system due to the Hwy 19 project.  
 
 
 
 
 
 
 
 
The industry average I&I is 20-30%. Bringing down the current I&I rate closer to the industry average will 
allow the utility to reduce the level of excess water treated at the plant. This reduction will allow the utility 
to see a savings on energy costs, chemical costs, and maintenance needs.  We recommended that the 
utility continue to monitor its I&I in order for it to stay within the industry average. We believe this is 
possible with the new vactor truck purchased in 2016 and the current and planned repairs and 
replacements of the collection system. 
 
  Status 12/31/18 

At December 31, 2018, the I&I percentage remains above the industry average at 44%. We recommend 
that the utility continue to monitor its I&I in order for it to stay within the industry average.  
 
 
 
 
 
 
 
 
 
 
 
 
 

 Gallons Treated 
At Plant 
(000’s) 

 Gallons Billed 
To Customers 

(000’s) 

  
 

Difference 

  
 

I&I % 
 
2017 

 
169,420 

  
91,657 

  
77,763 

  
46% 

2016 159,027  103,621  55,406  35% 
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INFORMATIONAL POINTS 

 
CYBER SECURITY MANAGEMENT 

 
The sources of cyber threats continue to grow in number and sophistication. We have seen social 
engineering, including email phishing, and ransomware attacks cause disruption and monetary losses in 
the government landscape. Cybersecurity controls are imperative and may be of several different types: 
 

> Preventative – activities that make attacks more difficult such as user access and password 
controls 

> Detective – activities conducted to discover security incidents such as automated or manual 
reviews of firewall and server logs 

> Responsive – activities performed once an incident has been identified such as a communication 
plan 

Step one in determining which types of controls are best suited for your government is completing a data 
classification. This process includes identifying what types of data exist, determining data location, and 
measuring costs associated with the loss of data (i.e. – operational downtime, regulatory fines, or civil 
lawsuits). This information will help management and those charged with governance be able to evaluate 
the cost-benefit of control implementation. Even if your government has chosen to obtain cyber liability 
insurance to mitigate risk, the data classification remains an important exercise to help evaluate the policy 
coverage, pricing, and what, if any, exposure remains outside of your policy.    
 
Data classification is only one piece of a sustainable cyber security management plan. We have 
professionals dedicated to cyber security and information technology risk to assist with your cyber 
security questions, assessments, and programs. 



 

 

REQUIRED COMMUNICATIONS BY THE AUDITOR TO THOSE CHARGED WITH GOVERNANCE 
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To the Commissioners 
Waterloo Water and Light Commission 
Waterloo, Wisconsin 
 
 
Thank you for using Baker Tilly Virchow Krause, LLP ("Baker Tilly") as your auditor. 
We have completed our audit of the financial statements of Waterloo Water and Light Commission (the "utility") 
for the year ended December 31, 2018, and have issued our report thereon dated April 9, 2019. This letter 
presents communications required by our professional standards.  
 
 Our Responsibility under Auditing Standards Generally Accepted in the United States of America 
 
The objective of a financial statement audit is the expression of an opinion on the financial statements. We 
conducted the audit in accordance with auditing standards generally accepted in the United States of America. 
These standards require that we plan and perform our audit to obtain reasonable, rather than absolute, 
assurance about whether the financial statements prepared by management with your oversight are free of 
material misstatement, whether caused by error or fraud. Our audit included examining, on a test basis, 
evidence supporting the amounts and disclosures in the financial statements, assessing accounting principles 
used and significant estimates made by management, and evaluating the overall financial statement 
presentation. Our audit does not relieve management or the commissioners of their responsibilities. 
 
As part of the audit we obtained an understanding of the entity and its environment, including internal control, 
sufficient to assess the risks of material misstatement of the financial statements and to design the nature, 
timing and extent of further audit procedures. The audit was not designed to provide assurance on internal 
control or to identify deficiencies in internal control. 
 
 Planned Scope and Timing of the Audit 
 
We performed the audit according to the planned scope and timing previously communicated to you in our 
meeting about planning matters on April 4, 2018. 
 
 Significant Audit Issues 
 
 Qualitative Aspect of Accounting Policies 
 
Management is responsible for the selection and use of appropriate accounting policies. In accordance with the 
terms of our engagement letter, we will advise management about the appropriateness of accounting policies 
and their application. The significant accounting policies used by the utility are described in Note 1 to the 
financial statements. No new accounting policies were adopted and the application of existing policies was not 
changed during 2018.  
 
We noted no transactions entered into by the utility during the year that were both significant and unusual, and 
of which, under professional standards, we are required to inform you, or transactions for which there is a lack 
of authoritative guidance or consensus. 
 
Accounting estimates are an integral part of the financial statements prepared by management and are based 
on management's knowledge and experience about past and current events and assumptions about future 
events. Certain accounting estimates are particularly sensitive because of their significance to the financial 
statements and because of the possibility that future events affecting them may differ significantly from those 
expected.   
 
The disclosures in the financial statements are neutral, consistent, and clear.   
 
  Baker Tilly Virchow Krause, LLP trading as Baker Tilly is a member of the global network of Baker Tilly International Ltd., the members 
of which are separate and independent legal entities. © 2018 Baker Tilly Virchow Krause, LLP
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 Difficulties Encountered in Performing the Audit 
 
We encountered no difficulties in dealing with management in performing and completing our audit. 
 
 Corrected and Uncorrected Misstatements 
 
Professional standards require us to accumulate all known and likely misstatements identified during the audit, 
other than those that are trivial, and communicate them to the appropriate level of management. Management 
has corrected all such misstatements. In addition, a summary of financial statement misstatements (audit 
adjustments) has been provided to you. 
 
 Disagreements with Management 
 
For purposes of this letter, professional standards define a disagreement with management as a matter, 
whether or not resolved to our satisfaction, concerning a financial accounting, reporting, or auditing matter that 
could be significant to the financial statements or the auditors' report. We are pleased to report that no such 
disagreements arose during the course of our audit. 
 
 Consultations with Other Independent Accountants 
 
In some cases, management may decide to consult with other accountants about auditing and accounting 
matters. If a consultation involves application of an accounting principle to the utility's financial statements, or a 
determination of the type of auditors' opinion that may be expressed on those statements, our professional 
standards require the consulting accountant to check with us to determine that the consultant has all the 
relevant facts. To our knowledge, there were no such consultations with other accountants. 
 
 Management Representations 
 
We have requested certain representations from management that are included in the management 
representation letter. This letter has been provided to you. 
 
 Significant Issues 
 
Professional standards require us to communicate any significant issues that were discussed, or were the 
subject of correspondence with management. There were no additional communications or correspondence 
with management that have not been disclosed in this letter 
 
 Independence 
 
We are not aware of any relationships between Baker Tilly and the utility that, in our professional judgment, 
may reasonably be thought to bear on our independence.  
 
Relating to our audit of the financial statements of the utility for the year ended December 31, 2018, Baker Tilly 
hereby confirms that we are, in our professional judgment, independent with respect to the utility in accordance 
with the Code of Professional Conduct issued by the American Institute of Certified Public Accountants. During 
the year ended December 31, 2018, Baker Tilly provided the following services to the utility: 
 

- Technical assistance with the preparation and assembly of the financial statements and notes thereto  

- Proposal of general, adjusting or correcting journal entries 
 

- Compilation of utility rate study 
 
None of these nonaudit services constitute an audit under generally accepted auditing standards, including 
Government Auditing Standards. 
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 Other Audit Issues 
 
We generally discuss a variety of matters, including the application of accounting principles and auditing 
standards, with management each year prior to retention as the utility's auditors. However, these discussions 
occurred in the normal course of our professional relationship and our responses were not a condition to our 
retention. 
 
 Other Matters 
 
We applied limited procedures to the required supplementary information (RSI) that supplements the financial 
statements. Our procedures consisted of inquiries of management regarding the methods of preparing the 
information and comparing the information for consistency with management’s responses to our inquiries, the 
financial statements, and other knowledge we obtained during our audit of the financial statements. We did not 
audit the RSI and do not express an opinion or provide any assurance on the RSI. 
 
With respect to the supplementary information accompanying the financial statements, we made certain 
inquiries of management and evaluated the form, content, and methods of preparing the information to 
determine that the information complies with accounting principles generally accepted in the United States of 
America, the method of preparing it has not changed from the prior period, and the information is appropriate 
and complete in relation to our audit of the financial statements. We compared and reconciled the 
supplementary information to the underlying accounting records used to prepare the financial statements or to 
the financial statements themselves. 
 
This information is intended solely for the information and use of management, commissioners, and others 
within the utility and is not intended to be and should not be used by anyone other than these specified parties.  
 
We welcome the opportunity to discuss the information included in this letter and any other matters. Thank you 
for allowing us to serve you.  
 

 
 
 
Madison, Wisconsin 
April 9, 2019 
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